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Abstract

Audio hiding is a method for embedding information into an audio
signal. It seeks to do so in a robust fashion, while not perceivably degrading the
host signal (cover audio). Hiding data in audio signals presents a variety of
challenges; due in part to the wider dynamic and differential range of the
Human Auditory System (HAS) as compared to other senses. Transforms are
usually used for robust audio hiding (audio watermarking). But, the audio hiding
process is affected by the type of transform used. Therefore, this paper
presents an evaluation of wavelet transform hiding in comparison with selected
types of transforms: (walsh transform and cosine transform) hiding.

In order to generate the audio stegocover, this paper concludes
(wavelet, walsh, or cosine) transform of the audio cover, replacing some
transformed cover coefficients with secret audio message coefficients, and
inverse (wavelet, walsh, or cosine) transform for audio cover with replaced
coefficients. While, the extracting method concludes (wavelet, walsh, or cosine)
transform of the stegocover and extracting the secret audio message. The
generated stegocovers and the extracted audio messages are used to create
the proposed evaluation.
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1. Introduction

Tuomas [1] called information hiding as Invisible
Communication. Laurunce et al. [2] revealed that audio data hiding
techniques are divided into two categories:

Audio steganography:

Audio steganography refers to the techniques that utilize the
existence of redundant information in a communication process.
Digital sound naturally contains such redundancies in the form of a
noise component. The most important requirement in audio
steganography is that the presence of the hidden message be
undetectable. For audio data the stego data must look like a "typical
audio" [3]. The general methods of audio steganography are: (low
bit encoding, phase encoding, echo hiding, and spread spectrum)
[4].

Audio Copyright Protection:

Todd et al. [5] reported that audio copyright protection may be
either content-based, or it can be accomplished through
watermarking. Watermarking is an application which embeds the
least amount of data, but requires the greatest robustness because
the watermark is required for copyright protection. Watermark
robustness is enabled using: (i) redundant spread-spectrum (ii)
psycho-acoustic frequency masking and (iii) transform techniques.
Digital watermarking is a technology which potentially can be used
to enforce the copyrights and integrity of digital multimedia data [6].
However, audio watermarking is useful as a general audio

steganography tool.
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Selected Transform Techniques
Wavelet Transform

The wavelet transform converts a data input sequence of a
given length to a sequence of real numbers of equal length in which
the vertical size of the wavelets changes at each of the set
horizontal positions (and scales) so that the additions of all the
wavelets reproduces the original [7].
The special significance that the wavelets transform comes from its
ability to divide the time-bandwidth product differently at various
frequencies or times. The continuous wavelet transform is given by
[8]:

F(a,b) =] f) W ((t-b)/a)dt ...... (1)

in this equation, W (t) is the mother wavelet, b represents a time
shift, and a is a scaling factor used with t, time. The mother wavelet
Is translated or shifted in time producing the wavelets. The wavelet
transform is founded on basis functions formed by dilation
(spreading a function over a larger domain) and translation of the
prototype function W(t). This prototype function is similar to the
function STFT, except that the basis functions are high-frequency,
short-time pulses, as well as low-frequency long-time pulses, whose
contraction in one domain is accompanied by an expansion in the
other, with a contrast RMS bandwidth to center frequency; that is, it
is logarithmic. In contrast, the STFT RMS bandwidth is constant on
a linear scale.

The wavelet transform of analog signal f localizes the signal
in a time window:

[b+at-alAy,b+at+aly]

56



Diala , Jour , Volume, 39, 2009

The center of this window is at b+at with the width 2 aAy , the

wavelet is:
W) = Wa]*® ) W((t-bya) ... (2)
The continuous inverse wavelet transform is given by [5]:
f(t) =[] F(a,b) W((t-b)/a) dbda ... (3)

There are several wavelet forms such as: Haar wavelets, Sinc
wavelets, Spline and Battle-Lemrie' wavelets, and others [8].
Walsh Transform

Beauchamp [9] reported that Walsh functions form an ordered
set of rectangular waveforms taking only two amplitude values, +1
and -1, defined over a limited time interval.

The one-dimensional discrete Walsh transform of a function

f(x), denoted by F(u), is given by:

N-1 N-1

F(u)=(1/N) x ;:Of(x) . 1—:[0 (_1)bi(><) xbn-li@w) @)
The inverse Walsh transform is given by:
N-1 n-1 . .
f(X)Z UZ:O F(u) % lil (_1)b|(x) bo-t-iy (5)

Cosine Transform
Kramer and Mathews [10] mentioned that the Fourier series

representation of a continuous real symmetric function contains only
real coefficients corresponding to the cosine terms of the series.
This condition can be realized with an image or audio field and a
compact discrete cosine transform is obtained. The one-
dimensional discrete cosine transform pair is given by the

expressions:

F(0)=(1/N) x Xz;of(x) ...... ©)

N-1
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F(u=(1/2N% x ¥ f(x) x cos2x+1)u[]  ...... (7)
X=0
and
N-1
f(X)=(1/N)xF(0)+(1/2N%)xY F(u)xcos(2x+1)u[]
u=1

2. The Proposed Algorithm

The proposed algorithm can be shown in figure (1).
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Figure (1) Block Diagram of Proposed Algorithm
The main steps of the proposed algorithm in transmitter side

are:
Forward Transform:

This technique is based on forward (normalized wavelet,
walsh, or cosine) transform, which is applied to the stream of
numbers audio cover. The theoretical background of the selected
types of transforms is described in the introduction. the
implementation algorithms of these transforms are depend on
equations: (1, 4, 6, and 7).

Replacing some Transformed Cover Coefficients with Secret
message Coefficients:

After employing forward (wavelet, walsh, or cosine) transform
on cover file, the high energy elements are clustered at certain
positions with each transformed window (block). Therefore, some
coefficients with low energy can be discarded from each block
without distorting the reconstructed stegocover. The principle idea
of this technique is done by discarding low energy coefficients using
Zonal Sampling method [11], which depends on discarding the
elements that have small variances and keeping the elements that
have large variances. The number of discarded coefficients
depends on the type of transform used and the discarding method.
The number of discarded coefficients affects directly the mean
square error factor for the reconstructed stegocover. The discarded
coefficients in each transformed block are replaced with scaled
secret message coefficients sequentially. The discarding and
replacement processes are continued until secret message file is

finished. Otherwise, the transformed blocks are kept as they are.
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One good feature of wavelet transform, it clusters high energy
coefficients in first positions of the transformed block and the low
energy coefficients at the end positions. This feature makes this
technique easier to implement.

Inverse Transform:

This technique is based on inverse (normalized wavelet,
walsh, and cosine) transform, which is applied to the (wavelet,
walsh, or cosine) transformed audio cover with scaled message
coefficients. The implementation algorithms are depend on
equations: (3, 5, or 8).

After these three techniques, the audio stegocover is
prepared after converting the format.

At receiver side, the main processes are (wavelet, walsh, or
cosine) transform of the audio stegocover and extracting process.
Wavelet, walsh, or cosine transform is done exactly as described
before. The extracting process is done according to specific
positions in transform domain. Now the secret audio message is

extracted, and can be listen to after converting the format.

3. Results
The results are intended by applying the proposed algorithm with
Windows98 Audio-Video (WAV) format. The Secret message and
the cover are recorded using simple (available) microphone of
(Pentium II) PC, with the following attributes: 8-bit, sampling rate
(11.025 KHz), stereo. The transmission environment is considered
as a digital end to end.

The evaluation of wavelet transform in comparison with walsh

and cosine transforms is shown in table (1). The length and size of
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secret speech message are (7 sec, 141 KB). The length and size of

audio cover are (71 sec, 1.58 MB).

Table (1) Comparison Results for Proposed algorithm with Different Types

of Transforms

Cryptographic

Transfo- Cryptographic Covering Extracting Ti

-rm Stegocover
Type Extracted Message R

SNRms €rms %0 SNRms
(dB) (dB)

45.1633 . 1.1902 15.1013

40.7761 . 0.6842 19.5736

36.794 . 2.168 10.161

The results of table (1) are calculated with different scaling
factors: (S=(50—100) for wavelet transform, and S=(100—200) for
walsh or cosine transform).

The results of proposed algorithm using wavelet transform
are shown in figure (1) and figure (2). The results of proposed
algorithm using walsh transform are shown in figure (3) and figure
(4). The results of proposed algorithm using cosine transform are

shown in figure (5) and figure (6).
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(a) Original Secret Speech message (b) Hided Message in stegocover (c)
Extracted Secret Speech message
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Figure (4) Walsh Transform Proposed Algorithm Comparison among Left-
Right waveforms of
(a) Original Secret Speech message (b) Hided Message in stegocover (c)
Extracted Secret Speech message
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Figure (5) Cosine Transform Proposed Algorithm Comparison among Left-Right
Waveforms of (a) Original Music Cover
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Figure (6) Cosine Transform Proposed Algorithm Comparison among Left-Right
waveforms of
(a) Original Secret Speech message (b) Hided Message in stegocover (c) Extracted
Secret Speech message
Table (2) shows the effect of an important scaling factor on wavelet

transform audio hiding.

Table (2) Comparison Results for Different VValues of Scaling factor on

Wavelet Transform Audio Hiding

Cryptographic
Scaling Cryptographic Covering Extracting

Stegocoverl Stegocover?2
factor Extracted Message

(S) Erms%0 SNRms €rms %0 SNRms €rms %0 SNRms
(dB) (dB) (dB)

0.0234 | 30.846 | 0.1613 14.0953 0.1787 31.1846

The results of table (2) can be shown in figures (7 and 8).

68



Diala , Jour , Volume, 39, 2009

{0 Fle Edt Yiew Specia Process Effsgls Took Diects. Diecbill) pllons window ik i) x|
‘r}ﬂ\ﬂ\ﬂ 00,00) 001002 00100 000 4 00,008 (000,08 i 00072
[ — — — — — b e

Fecord Take 001

allal: s [i1.024 [af]a]
[N N S I [ooooooooa | [ [oE]
Prozessing time [0pening kadhim2 wav): 0,833 seconds 11.025Hz | @bt [ Steeo | 000111131 7952 MB

st | @ 0 oA W | e < Sound Forgs 4.5 - [kadhin . || ey 1108

(@)

s Somd For
Wi g

Facond Tk O

Lo m] efrelos L Jalw] ] e [safos wertiia |

Prcerg e Boeng STEGET WV} 1520 e [ ViEE: | e[S | AT | 7TV [ A — [EEH: | 5 | S | G | 7R8NS
o] | B2 Y | S @S Fop 45 BTEG. . e LA RIEIY Hsta| [ EQAY | S G S Fuge 45 STEC. LA RN
B =18]x WNLIES |

jreck_Dyectd]] Qphon: indow Help =lm x| A e Ed Yeu Spec Pocess Elects Jook [iect Dyectll] [pber ndow Hep NETE

Fecond Tk O

‘.4!

Bsud] | @3 Y| S G e - BTEG. R &) oo I ETI I =1 DS oasFuon 5 BTER. . Ry 10
(d) (e)
Figure (7) Wavelet Transform Audio Hiding Results showing the
Effect of Scaling Factor (S) between Left-Right Waveforms of (a)

Original Music Cover and Stegocover when (b) S=10

'.<!

69



Diala , Jour , Volume, 39, 2009

affals
NI N N
Pracessing e (Opening S addan3 wav) 0539 sseonds

st | @ 150 0 W || Latent

| 2 Sound Forge 4.5 - [5adda.. |

cund Forge 4 5 - [| WAV EE ﬂﬂ
8%

| 000000000 |
[0z AL [ 06 [Swes | 000008573 | 706N
X | BE e 1z

& Sound Forge 45 - |5 WAY] = I |
et b . =lsid

el

Lo x| el

Procassng e (Dgennyg 1 wigt) 10655 secordt \ TI0EH: B S | 0DOOBRIM THLIME
Hstat] | § A Y || s @ somtfom 451 ] AR e s
. Sound Fonge 4.5 - [2 WAV] ( ) E =181
fAFie £ Vew Speal Pocem Eech ook Diecid Dwectdl) Dplom windon Hels 18]

L

) e W wwEwen

lfafq

Processeg ima (pening ZWAYE 1 77 seconds

o] | @ Y || e ©Sonifom 45-R]

E|IE i

T | B
TI0GH B4 Sweo | DDORIEIN ToESME

e AT NN

a1
o] ] s [pele

(d)

.4!

20|
JEIE T A ) &

[ Ti08He | Ead | Sweo | DROCIBSTS | TERZME
Hsai| [ EAY | et sandioged5- Funi (R oz,

(c)

LI
BLIE]

T [ol[a[e

[woooa| [ [m]
[ Bt [ Sawo | DHOIETT | 702N
[y e

sl B
FET =1 PRIET sandFuged5 v

(e)

Figure (8) Wavelet Transform Audio Hiding Results showing the
Effect of Scaling Factor (S) between Left-Right Waveforms of

70



Diala , Jour , Volume, 39, 2009

(a)Original Secret Speech message and Extracted message when
(b)S=10(c)S=60(d)S=100(e)S=1000.

4. Evaluation and Conclusions

Calculated results showed that the proposed algorithm is a
good method for hiding audio in audio. The evaluation of the
proposed algorithm using (wavelet, walsh, and cosine) transform
can be deduced from table (1):

1. Wavelet transform is better than the other transforms for the
proposed algorithm if the comparison factor is the time
required.

2. Wavelet transform is better than the other transforms for the
proposed algorithm if the comparison factor is the quality of
the stegocover.

3. Walsh transform is better than the other transforms for the
proposed algorithm if the comparison factor is the quality of
the extracted message.

Some conclusions can be inferred from the proposed
algorithm:

a- From the above evaluation we can deduce that wavelet transform
Is a suitable transform type for hiding audio in audio in the proposed
algorithm.

b- The quality of the stegocover is very good (which is the goal).
However, the quality of the extracted message is not good enough
but it is understandable.

c- The proposed algorithm is wideband method. l.e., the length of
secret message can be equal to (0.25) the length of cover. This

ratio is depended on number of the replaced coefficients.
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d- The secret message may be speech, music, or any recorded
audio.

e- Scaling factor is an important factor in hiding and extracting
processes. This factor is considered as a control factor; therefore it
must be selected with a suitable choice. This factor is affected by
the type of transform used, therefore it is (50—100) for wavelet
transform and (100—200) for walsh and cosine transforms.

f- The number of replaced coefficients affects directly the quality of
the stegocover and the extracted message. Therefore, this number
must be selected with suitable choice (the balance between the
bandwidth and quality is required). This number is affected directly

by the type of transform used.
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